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	DineScore
PRIVACY POLICY
App Store Compliant  •  Google Play Compliant  •  CCPA/CPRA Compliant  •  COPPA Compliant



	Effective Date
	May 1, 2025

	Last Updated
	May 9, 2026

	App Version
	1.0+

	Applies To
	DineScore iOS & Android Applications

	Data Controller
	DineScore

	Contact
	privacy@dinescore.app

	Legal Inquiries
	legal@dinescore.app

	Platform Compliance
	Apple App Store • Google Play Store • CCPA/CPRA • COPPA



	OUR CORE PROMISE — DATA MINIMIZATION
✓  We collect as little data about you as possible — and in many cases, none at all.
✓  We do not sell your personal data.
✓  We do not share your data with advertisers.
✓  We do not build behavioral profiles on you.
✓  This policy explains exactly what we do and do not collect, in plain language.



1. THE SHORT VERSION — AT A GLANCE
DineScore is designed with privacy as a core feature, not an afterthought. Here is everything you need to know:

	WHAT YOU NEED TO KNOW
✓  No account required to use the app
✓  No personal data collected for basic restaurant search and rating features
✓  Location is used only in real-time to find nearby restaurants — never stored or logged
✓  If you create a Pro account: only your email is collected
✓  We do not sell your data — ever, under any circumstances
✓  We do not share your data with advertisers or data brokers
✓  We do not track you across other apps or websites
✓  You can delete your account and all associated data at any time
✓  We do not knowingly collect data from children under 13
✓  Camera access is optional and only activated when you explicitly trigger a feature



2. INFORMATION WE COLLECT
DineScore is built so that its core features work without any account, login, or personal data. The following describes what is collected in each usage scenario.

2.1  Users Without an Account (Free / No Sign-In)
The vast majority of DineScore features work without any account. When using the app without signing in, we do not collect any personally identifiable information. Specifically, we do not collect:
1. Your name
1. Your email address or phone number
1. Your precise or general location (unless you explicitly enable 'Near You')
1. Payment information of any kind
1. Your contacts, photos, or any other device content
1. Browsing history inside or outside the app

We may collect the following minimal, anonymous technical data solely for app stability:

	Data Type
	Purpose
	Linked to You?

	Device type & OS version (e.g., iPhone, iOS 18)
	Diagnose version-specific bugs
	No — anonymized

	App version number
	Ensure compatibility
	No — anonymized

	Crash reports
	Fix errors and improve stability
	No — anonymized



This technical data cannot identify you personally and is never linked to any account or device identifier.

2.2  Location Data (Only When You Use 'Near You')

	HOW LOCATION WORKS IN DINESCORE
Location access is entirely optional. It is only requested when you tap 'Near You.' Your location is used in real-time to identify nearby restaurants. It is sent to our server to process your search query and then immediately discarded. We do not store your location on our servers. We do not log your location history. We do not use your location for any purpose other than the specific search you initiate. You can revoke location permission at any time in your device's Settings app.



Revoking location permission does not affect your ability to search by restaurant name or access any other app feature.

2.3  Camera Permission

	HOW CAMERA ACCESS WORKS IN DINESCORE
DineScore may request access to your device camera for optional features such as scanning receipts or photographing restaurant conditions. Camera access is only requested when you explicitly trigger such a feature. Photos or videos are processed locally on your device and are not automatically uploaded or shared unless you choose to do so. You may revoke camera permission at any time in your device Settings without affecting other app functionality.



2.4  If You Create a Pro Account (Optional)
DineScore Pro is an optional one-time upgrade that adds features such as favorites and inspection alerts. If you choose to create a Pro account, we collect only:

	Data Collected
	Why We Collect It
	How Long Retained

	Email address
	Account creation, login, password reset, inspection alert notifications
	For the life of your account; deleted within 30 days of account deletion

	Encrypted password (hash only)
	Account authentication only — we cannot read your plaintext password
	For the life of your account; deleted within 30 days of account deletion



We do not collect your name, date of birth, address, phone number, payment information, or any other personal identifiers beyond your email address. Payment for Pro is processed entirely by Apple (App Store) or Google (Play Store). We never receive, see, or store your payment card information.

2.5  What We Do NOT Collect — Ever

	DINESCORE NEVER COLLECTS THE FOLLOWING
•  Your real name
•  Your phone number or physical address
•  Payment card, banking, or financial information
•  Your location history or movement patterns
•  Health, dietary, or medical information
•  Contacts, calendar, or photos from your device (unless you explicitly share a photo)
•  Browsing history or activity in other apps or websites
•  Demographic data (age, gender, ethnicity, race)
•  Biometric identifiers or facial recognition data
•  Persistent device identifiers linked to personal profiles
•  Any personal data from users under 13 years of age
•  Sensitive personal categories under CPRA (precise geolocation history, racial or ethnic origin, religious beliefs, union membership, sexual orientation, health data)



3. HOW WE USE YOUR INFORMATION
We use the minimal information we collect only for the specific, disclosed purposes below. We do not use your information for advertising, behavioral profiling, or any purpose not listed here.

	Data
	Used Only For
	Used for Advertising?

	Location (real-time only)
	Powering 'Near You' search — discarded immediately after
	Never

	Email address (Pro users)
	Account login, password reset, inspection alert notifications
	Never

	Encrypted password (Pro users)
	Account authentication — never readable by us
	Never

	Crash reports (anonymized)
	Diagnosing and fixing app errors
	Never

	Device/OS version (anonymized)
	Ensuring app compatibility across devices
	Never

	Camera images (if shared by user)
	Processing the specific feature you triggered, locally on device
	Never



4. DATA SHARING AND THIRD PARTIES

	WE DO NOT SELL YOUR PERSONAL DATA
✓  DineScore does not sell, rent, trade, license, or otherwise transfer your personal information to any third party for their commercial or marketing purposes.
✓  This is an unconditional commitment — not subject to any exceptions or carve-outs.
✓  This applies regardless of whether you are a free user or a Pro account user.



4.1  No Advertising Partners
DineScore does not work with advertising networks, data brokers, or marketing platforms. We do not share your data with advertisers. We do not serve targeted ads. The app does not contain third-party advertising SDKs or tracking pixels.

4.2  Limited Infrastructure Partners
To operate the App, we use a small number of trusted third-party infrastructure providers AWS (Amazon Web Services). These providers:
1. Access only the minimum data necessary to perform their infrastructure function
1. Are contractually prohibited from using your data for any other purpose
1. Are bound by data processing agreements (DPAs) that protect your information
1. Do not receive location data (location is processed transiently and never persisted)
1. Are evaluated for compliance with applicable data protection laws before engagement

4.3  Apple App Store and Google Play Store
In-app purchases for DineScore Pro are processed entirely by Apple or Google through their respective platform payment systems. We do not receive your payment card details. Apple and Google's own privacy policies govern the data they collect in connection with your purchases.

Both Apple and Google review DineScore's data practices as part of their App Review processes. The privacy disclosures in this policy are consistent with DineScore's App Store Privacy Nutrition Label (Apple) and Google Play Data Safety section. App Store and Google Play reviewers may refer to Section 11 of this policy for a summary of our platform disclosures.

4.4  Legal Disclosure
We may disclose data if required by a valid legal process (court order, subpoena, or lawful government request). In such cases, we will:
1. Disclose only the minimum data required by the legal obligation
1. Notify you to the extent permitted by law
1. Seek to narrow or challenge overbroad requests
1. Maintain a record of such disclosures to the extent permissible

4.5  Business Transfer
If DineScore is acquired by or merges with another company, user data may be transferred as part of that transaction. In such an event, we will notify users via email and/or in-app notice, and Pro users will have the option to delete their account and all associated data before any transfer takes effect.

5. DATA RETENTION
We retain data only as long as necessary for the specific purpose for which it was collected:

	Data Type
	Retention Period
	Deletion Method

	Location data
	Not retained — discarded immediately after 'Near You' search completes
	Automatic — never stored

	Pro account email
	For the life of your account; deleted within 30 days of account deletion
	Account deletion request

	Encrypted password
	For the life of your account; deleted within 30 days of account deletion
	Account deletion request

	Crash logs (anonymized)
	90 days, then automatically deleted
	Automatic purge

	Anonymized technical data
	Up to 24 months in aggregate form only (cannot identify you)
	Automatic purge

	Camera images (if feature triggered)
	Processed locally — not retained on our servers unless you upload
	Not applicable



No-account users: Because we collect no personal data from users who do not sign in, there is no personal data to retain or delete for those users.

6. DATA SECURITY
We protect the minimal data we collect with industry-standard security measures:
1. All data in transit is encrypted using TLS 1.2 or higher (HTTPS)
1. Passwords are hashed using a secure one-way cryptographic algorithm — we cannot read your password
1. Access to any stored personal data is strictly limited on a need-to-know basis with role-based access controls
1. We conduct regular security reviews of our infrastructure and dependencies
1. We maintain an incident response plan for potential data security events

	SECURITY NOTE
Because we collect so little data, our attack surface is inherently minimal. We cannot guarantee absolute security of any internet-transmitted data, but we have designed DineScore to minimize what could be exposed in a security event. In the event of a data breach that materially affects you, we will notify you as required by applicable law.



7. YOUR RIGHTS AND CHOICES
7.1  Access and Correction
Pro account users may update their email address in the App's account settings at any time. If you are unable to make corrections through the app, contact us at privacy@dinescore.app and we will assist within 30 days.

7.2  Account and Data Deletion
You may delete your Pro account at any time:
1. In-app: Settings > Account > Delete Account
1. By email: privacy@dinescore.app with subject line 'Account Deletion Request'

We will delete all associated personal data within 30 days. Anonymous usage data that cannot be linked to you is not deleted, as it contains no personal information.

7.3  Location Permissions
Location access can be revoked at any time:
1. iOS: Settings > Privacy & Security > Location Services > DineScore
1. Android: Settings > Apps > DineScore > Permissions > Location

Revoking location permission disables the 'Near You' feature only — all other app features remain fully functional.

7.4  Camera Permissions
Camera access can be revoked at any time:
1. iOS: Settings > Privacy & Security > Camera > DineScore
1. Android: Settings > Apps > DineScore > Permissions > Camera

Revoking camera permission disables only the optional receipt scanning and photo features. All core app functionality remains unaffected.

7.5  California Residents — CCPA / CPRA Rights

	CALIFORNIA PRIVACY RIGHTS (CCPA / CPRA)
✓  Right to Know: Request disclosure of what personal information we collect, use, share, and sell (we do not sell).
✓  Right to Delete: Request deletion of your personal information that we have collected.
✓  Right to Correct: Request correction of inaccurate personal information we hold.
✓  Right to Opt Out of Sale or Sharing: We do not sell or share personal information — this right is already fully honored.
✓  Right to Limit Use of Sensitive Personal Information: We do not collect sensitive personal information as defined by CPRA.
✓  Right to Non-Discrimination: We will not discriminate against you for exercising any of these rights.



To exercise any California privacy right, contact: privacy@dinescore.app. We will respond to verified requests within 45 days as required by law. For complex requests, we may extend this period by an additional 45 days with notice.

7.6  Do Not Track
DineScore honors Do Not Track (DNT) signals. We do not track users across third-party apps or websites. Because we do not engage in cross-context behavioral advertising, no additional opt-out is required.

7.7  Rights Under Other U.S. State Laws
Residents of Virginia (VCDPA), Colorado (CPA), Connecticut (CTDPA), Utah (UCPA), Texas (TDPSA), and other states with comprehensive privacy laws have similar rights to access, delete, correct, and opt out of data sale. Because DineScore collects minimal data and does not sell personal information, these rights are largely already honored. Contact privacy@dinescore.app to exercise any applicable state privacy rights.

8. CHILDREN'S PRIVACY (COPPA COMPLIANCE)
DineScore is not directed to children under the age of 13 and does not knowingly collect personal information from children under 13, consistent with the Children's Online Privacy Protection Act (COPPA).

Because the core features of DineScore require no account and no personal data, children can use the basic search features without providing any personal information whatsoever.

If an account is created by someone under 13, we will delete that account and all associated data promptly upon becoming aware of it. If you are a parent or guardian and believe a child under 13 has created a DineScore account, please contact us immediately at privacy@dinescore.app.

For users between 13 and 17 years of age, we encourage parental involvement and do not direct any marketing or advertising toward minors.

9. INTERNATIONAL USERS
DineScore is operated from the United States. If you access the App from outside the United States, please be aware that your information may be processed and stored in the United States, where data protection laws may differ from those in your country.

EU/EEA/UK Users: DineScore's minimal data collection approach is designed to be consistent with the principles of the General Data Protection Regulation (GDPR) and UK GDPR, including data minimization, purpose limitation, and storage limitation. Our lawful basis for processing any personal data is performance of contract (for Pro account features) and legitimate interests (for anonymized crash reporting). If you have GDPR-related inquiries, contact privacy@dinescore.app.

10. THIRD-PARTY LINKS AND EXTERNAL CONTENT
The DineScore App links to official government health inspection reports hosted on government websites. These links take you outside the DineScore App. We are not responsible for the privacy practices of any external site, including government websites. We encourage you to review the privacy policy of any site you visit.

DineScore does not embed third-party advertising SDKs, social media widgets, analytics trackers, or data harvesting tools within the App.

11. CHANGES TO THIS POLICY
We may update this Privacy Policy when the App's features change or when required by law. When we make material changes, we will:
1. Update the 'Last Updated' date at the top of this policy
1. Display an in-app notification for all users
1. Email registered Pro users for significant changes
1. Maintain a version history of past policies available upon request

We encourage you to review this policy periodically. Continued use of the App after changes take effect constitutes acceptance of the updated policy. If you do not agree with material changes, you may delete your account before the changes take effect.

12. APP STORE PRIVACY DISCLOSURE SUMMARY
The following reflects how DineScore reports data practices to Apple App Store (Privacy Nutrition Label) and Google Play Store (Data Safety section). This is provided here for full transparency and for reference by App Store and Google Play reviewers.

Apple App Store — Privacy Nutrition Label

	Category
	Data Type
	Collected?
	Linked to You?
	Used for Tracking?

	Contact Info
	Email Address
	Pro users only
	Yes (Pro only)
	No

	Location
	Precise Location
	Real-time only
	No — discarded
	No

	Identifiers
	Device ID
	No
	No
	No

	Diagnostics
	Crash Data
	Yes (anonymized)
	No
	No

	Diagnostics
	Performance Data
	Yes (anonymized)
	No
	No

	Financial Info
	Payment Info
	No — Apple handles
	No
	No

	Health & Fitness
	Any
	No
	No
	No

	Browsing History
	Any
	No
	No
	No

	Sensitive Info
	Any
	No
	No
	No



Google Play Store — Data Safety Section

	Data Type
	Collected
	Shared with Third Parties
	Purpose
	Optional?

	Email address
	Pro users only
	No
	Account management
	Yes — account required for Pro only

	Approximate location
	No
	No
	N/A
	N/A

	Precise location
	Real-time only, not stored
	No
	Near You search
	Yes — user-initiated only

	App interactions
	Anonymized only
	No
	App stability
	No — but not linked to identity

	Crash logs
	Anonymized only
	No
	App stability
	No — but not linked to identity

	Photos/videos
	No — processed on device only
	No
	Optional camera feature
	Yes — user-initiated only

	Financial info
	No
	No
	N/A
	N/A



	APP STORE DECLARATION SUMMARY
✓  No Tracking Data — DineScore does not track users across apps or websites
✓  No Data Linked to You (free/no-account users) — zero personal data collected
✓  Limited Data Linked to You (Pro accounts: email address only)
✓  No Financial Data — payments handled by Apple/Google
✓  No Health & Fitness Data
✓  No Location History — only real-time, immediately discarded
✓  No Sensitive Personal Information
✓  No Contacts, Photos, or Browsing History
✓  Camera access is optional and locally processed only



13. LEGAL NOTICE — LIMITATION OF LIABILITY

	IMPORTANT LEGAL NOTICE — PLEASE READ
This Privacy Policy constitutes a binding legal agreement between you and DineScore regarding the collection, use, and protection of your personal information. By using the DineScore application, you acknowledge that you have read, understood, and agree to this Privacy Policy.



13.1  Limitation of Liability
To the fullest extent permitted by applicable law, DineScore shall not be liable for any indirect, incidental, special, consequential, or punitive damages arising out of or related to your use of the App or this Privacy Policy, including but not limited to loss of data, loss of privacy, or unauthorized access to your information, except where such exclusion is prohibited by law.

13.2  Indemnification
You agree to indemnify, defend, and hold harmless DineScore and its officers, directors, employees, agents, and affiliates from any claims, damages, losses, liabilities, costs, and expenses (including reasonable attorneys' fees) arising out of or related to: (a) your use of the App in violation of this Privacy Policy or applicable law; (b) your violation of any third-party rights; or (c) any inaccurate information you provide to DineScore.

13.3  Governing Law and Dispute Resolution
This Privacy Policy shall be governed by and construed in accordance with the laws of the United States and the State of California, without regard to conflicts of law principles. Any dispute arising under this Privacy Policy shall first be submitted to informal resolution by contacting legal@dinescore.app. If informal resolution fails within 60 days, disputes shall be resolved by binding arbitration in accordance with the American Arbitration Association's Consumer Arbitration Rules, except where prohibited by applicable law. Nothing in this section limits your rights under applicable consumer protection or privacy laws.

13.4  Class Action Waiver
To the extent permitted by applicable law, you agree that any dispute resolution proceedings will be conducted only on an individual basis and not in a class, consolidated, or representative action. If this waiver is found to be unenforceable, the entirety of the arbitration agreement shall be null and void.

13.5  Severability
If any provision of this Privacy Policy is found to be invalid, illegal, or unenforceable under applicable law, the remaining provisions shall remain in full force and effect. The unenforceable provision shall be modified to the minimum extent necessary to make it enforceable.

13.6  Regulatory Compliance and Enforcement
DineScore is subject to the enforcement authority of the U.S. Federal Trade Commission (FTC) and applicable state attorneys general with respect to privacy practices. Nothing in this Privacy Policy limits any regulatory authority's right to enforce applicable privacy laws. If you believe DineScore has violated applicable privacy laws, you may also file a complaint with the FTC at ftc.gov/complaint or your applicable state attorney general.

14. CONTACT US
For any privacy questions, requests, concerns, or legal inquiries, please contact us:

	Purpose
	Contact

	Privacy requests & data deletion
	privacy@dinescore.app

	General support
	support@dinescore.app

	Legal inquiries & litigation
	legal@dinescore.app

	Website / full policy
	dinescore.app/privacy

	CCPA/CPRA requests
	privacy@dinescore.app — Subject: 'California Privacy Request'

	Child privacy concerns (COPPA)
	privacy@dinescore.app — Subject: 'COPPA Concern'

	App Store / Play Store reviewers
	legal@dinescore.app — Subject: 'App Store Review Inquiry'



We will respond to all privacy-related requests within 30 days (45 days for California CCPA/CPRA requests, with one possible 45-day extension for complex requests).

	© 2025–2026 DineScore. All rights reserved.
DineScore does not sell your data. For questions: privacy@dinescore.app
This document is intended for publication on dinescore.app/privacy and as the official App Store / Google Play privacy disclosure.
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